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Scam Awareness & Social Security

• We do contact citizens - generally those who have 

ongoing business with Social Security - by telephone 

for customer-service purposes. 

• Social Security employees will never threaten you for 

information; we will not state that you face potential 

arrest or other legal action if you fail to provide 

information.

• In those cases, the call is fraudulent, and you should 

just hang up.  Don’t give out any information.
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SSA Needs Your Help to Slam the Scam

Protect Yourself from Social Security Scams | Social 

Media Resources | SSA
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https://www.ssa.gov/scam/resources.html
https://www.ssa.gov/scam/resources.html
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Post:  Hang up or ignore 

suspicious calls or 

messages. Government 

employees will NEVER 

threaten you or demand 

immediate payment. 

#SlamTheScam2024

SSA.gov

BLANK TEMPLATE

Add your #SlamTheScam 

message to the template.

Use the picture icon 

to add your agency’s 

logo to the template.
Add hashtags such as 

#SlamTheScam, 

#NCPW2024, and #NCPW 

to your caption.

Social Media Template Example
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SAMPLE POSTS 

SSA.gov

Identity Theft

11

12



3/1/2024

7

SSA.gov

Did You Know?

There were over 5.4 million 

reports of fraud, identity theft 

and other reports to the Federal 

Trade Commission in 2023.

1 in 5 people lost money in 

imposter scams in 2023, 

totaling $2.668 billion.

SSA.gov

Examples and Impact of Identity Theft

Examples of Misuse

Opening credit cards

Opening utility accounts

Applying for a tax refund

Getting a loan

Applying for employment

Getting medical care

Illegal use of Social 

Security number

Impact on Victims

Denial of credit/loans

Denial of public benefits

Denial of medical care

Harassment by debt collectors

Lawsuits

Stress/anxiety/embarrassment

Time/expenses spent on 

recovery steps
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Your Social Security Number (SSN)

• Social Security Administration protects your SSN and keeps 

your records confidential.

• You should be careful about sharing your number, even when 

asked for it.

• Keep your card and other documents that show your SSN in a 

safe place. 

• DO NOT routinely carry your card or other documents that 

display your number.

SSA.gov

How Social Security Can Help

• Outreach and education

• Replacement or corrected Social Security Number (SSN) 

card

• Issue a new (second) SSN

• Verify SSA records

• Correct earnings record

• Hotline referrals 
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my Social Security

ssa.gov/myaccount

SSA.gov

Social 

Securiaaty 

Statement
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http://www.socialsecurity.gov/myaccount
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What SSA Cannot Do

• Correct your credit record

• File ID theft reports

• Act as an advocate

SSA.gov

What To Do Right Away

• Step 1: Call the companies where you know fraud occurred.

• Step 2: Place a fraud alert and get your credit reports.

• Step 3: Report identity theft to the FTC

(identitytheft.gov)

You may choose to file a report with your local police department.
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Equifax Experian TransUnion

www.equifax.com

Report fraud:

1-800-525-6285

Order a credit 

report:

1-800-685-1111

P.O. Box 740241

Atlanta, GA 30374-

0241

www.experian.com

Report fraud:

1-888-397-3742

Order a credit 

report:

1-888-EXPERIAN

(1-888-397-3742)

P.O. Box 1017

Allen, TX 75013-

0949

www.transunion.com

Report fraud:

1-800-680-7289

Order a credit report:

1-800-916-8800

Fraud Victim 

Assistance

Department

P.O. Box 6790

Fullerton, CA 92834

Credit Bureaus – Contact Information

SSA.gov

IdentityTheft.gov
Here’s how it works:

Explain what 

happened.

They will ask questions 

about your situation.

Tell them as much as you 

can.

Get a recovery plan.

They will use that info to 

create a personal 

recovery plan.

Put your plan into 

action.

If you create an account, 

they will walk you 

through each recovery 

step, update your plan as 

needed, track your 

progress, and pre-fill 

forms and letters for you. 
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http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
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Free Help from IdentityTheft.gov

• A personal recovery plan that walks you through each 

step

• An identity theft affidavit that you can review and update 

at any time

• Customized pre-filled letters to send credit bureaus, 

businesses and debt collectors

• Update your plan and track your progress

• Advice about what to do if you’re affected by specific data 

breaches

SSA.gov

Fraud Resources
•Federal Trade Commission (FTC) →1-877-438-4338

•Tax Issues, visit irs.gov/identity-theft-central or call 1-800-

908-4490

•FTC.gov/idtheft for prevention tips and free resources

•DMV DL/ID Fraud Hotline →1-866-658-5758

•Get your free credit reports at annualcreditreport.com or 

call 1-877-322-8228
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https://www.irs.gov/identity-theft-central
https://www.consumer.ftc.gov/features/feature-0014-identity-theft
https://www.annualcreditreport.com/index.action
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Wish to join our email list?

Contact Us:

  Illinois
         Megan Forristall

Megan.Forristall@ssa.gov 

(855) 245-0644 ext. 31206  

(815) 228-1778

Wisconsin 
          Elida Elizondo

Elida.Elizondo@ssa.gov

(866) 504-5014 ext. 35026 

(414) 712-8718

SocialSecurity.gov

Q&A session
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